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InLoox ConnectivityInLoox PM
On Premise Scenario

Connectivity Mode 1:
Outlook Client Direct Database Access

InLoox
Database

• SQL Server protocol
• Default port 1433
• SQL Server Authentication or

Windows Authentication

Connection string is stored in local 
registry (AES-encrypted; key length 
256 bit)

Workstation

Database Roles

• Logical separation
• Permissions
• Firewall

Backup

Replication

optional

Internal Corporate Network Intra-MachineTraffic Legend:

Cluster
optional



InLoox ConnectivityInLoox PM
On Premise Scenario

InLoox
Site

Web Roles

• App Pool separation
• Permissions
• Firewall

Services

Web Proxy

optional

InLoox
Database

Database Roles

• Logical separation
• Permissions
• Firewall

Backup

Connection string is stored in local 
registry (AES-encrypted; key length 
256 bit)

Workstation

Offline Cache

Cluster
optional

TLS/HTTPS protocol• SQL Server protocol
• Default port 1433
• SQL Server Authentication or

Windows Authentication

optional

Connectivity Mode 2:
Outlook Client Hybrid Access

Internal Corporate Network External & Perimeter NetworkTraffic Legend: Intra-Machine



InLoox ConnectivityInLoox PM
On Premise Scenario

InLoox
Site

Web Roles

• App Pool separation
• Permissions
• Firewall

Services

Web Proxy

optional

InLoox
Database

Database Roles

• Logical separation
• Permissions
• Firewall

Backup

Connection string is stored in local 
registry (AES-encrypted; key length 
256 bit)

Workstation

Offline Cache

Mobile

Offline Cache

Browser

Cluster
optional

TLS/HTTPS protocol

TLS/HTTPS protocol

optional

Connectivity Mode 3:
Universal Web Access

Internal Corporate Network External & Perimeter NetworkTraffic Legend: Intra-Machine



InLoox ConnectivityInLoox now!
SaaS Scenario

InLoox
Site

Web Roles

• Multi-tenant
• Permissions
• Firewall

Services

Security

included

InLoox
Database

Database Roles

• Schema separation
• Permissions
• Firewall

Backup

Connection string is stored in local 
registry (AES-encrypted; key length 
256 bit)

Workstation

Offline Cache

Mobile

Offline Cache

Browser

Cluster
included

included

TLS/HTTPS protocol

optional

Connectivity Mode:
Universal Web Access

hosted in Germany

Intra-Datacenter Public InternetTraffic Legend: Intra-Machine

learn more

https://www.inloox.com/gdpr/


InLoox ConnectivityUser Authentication
by Platform

InLoox PM
On Premise Scenario

InLoox now!
SaaS Scenario

Option 1
Username
Password

Option 2
Integrated

Security
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